Abstract. This paper focus on two security services for internet applications: authorization and anonymity. Traditional authorization solutions are not very helpful for many of the Internet applications; however, attribute certificates proposed by ITU-T seems to be well suited and provide adequate solution. On the other hand, special attention is paid to the fact that many of the operations and transactions that are part of Internet applications can be easily recorded and collected. Consequently, anonymity has become a desirable feature to be added in many cases. In this work we propose a solution to enhance the X.509 attribute certificate in such a way that it becomes a conditionally anonymous attribute certificate. Moreover, we present a protocol to obtain such certificates in a way that respects users' anonymity by using a fair blind signature scheme. We also show how to use such certificates and describe a few cases where problems could arise, identifying some open problems.
Introduction
Identity certificates (or public-key certificates) provide the best solution to integrate the authentication service into most of those applications that are developed for the Internet and make use of digital signatures. The use of a wide-range authentication service based on identity certificates is not practical unless it is complemented by an efficient and trustworthy mean to manage and distribute all certificates in the system. This is provided by a Public-Key Infrastructure (PKI).
However, new applications, particularly in the area of e-commerce, need an authorization service to describe what the user is granted to. In this case, privileges to perform tasks should be considered. Thus, for instance, when a company needs to establish distinctions among their employees regarding privileges over resources, the authorization service becomes important. Different sets of privileges over resources (either hardware or software) will be assigned to different categories of employees. Also, in those distributed applications where company resources must be partially shared through the Internet with other associated companies, providers, or clients, the authorization service becomes an essential part.
Authorization is not a new problem, and different solutions have been used in the past. However, traditional solutions are not very helpful for many of the Internet applications. Attribute Certificates, proposed by the ITU-T (International Telecommunications Union) in the X.509 Recommendation [14] , provide an appropriate solution. Additionally, the attribute certificates framework defined by ITU provides a foundation upon which a Privilege Management Infrastructure (PMI) can be built.
On the other hand, during last years users have paid special attention to the problem caused by the fact that many of the operations and transactions they carry out through the Internet can be easily recorded and collected. Thus, anonymity has become a desirable feature to be added in many cases.
Since early 80's many studies have been oriented towards the protection of users' privacy in electronic transactions [4] [5] [6] 18] . Those studies have originated with new cryptographic primitives and protocols that have been applied to several specific applications oriented to solve some specific problems such as electronic cash [8] , electronic voting [1, 10, 12] , and others, and some proposals with a multi-purpose point of view that cope with organizations and credentials [6, 7, 9, 15, 16] . However, such a technology have not been transferred to general applications in the real world. To the best of our knowledge, only one system have been designed and implemented with a practical point of view [2, 3] . However, even this system does not follow proposed standards such as X.509 attribute certificates.
It is our belief that one of the main steps to transfer such a technology to multi-purpose real world applications is the ability to apply them to open standard systems. Therefore, in this paper we show a first approach to provide anonymity in X.509 attribute certificates, transferring fair blind signature schemes to those standard certificates, and defining Anonymous Attribute Certificates in which the holder's identity can be conditionally traceable depending on certain conditions. The structure of the paper is as follows. In section 2 we briefly argue the use of blind signatures as basic construction block for our solution. Section 3 describes the standard X.509 attribute certificates proposed by ITU-T, and how the framework that this type of attributes define is linked to PKIs. Section 4 describes, throughout three subsections the overview of the scheme, the adaptation of attribute certificates to support anonymity, and the protocol for a user to obtain an anonymous attribute certificate. Section 5 concludes the paper, presenting an interesting discussion about results and open issues.
It is widely known that blind signature protocols [5] provide a mean for a signer to sign a message sent by an entity. The signer is unable to know anything about the message, and can not link the signed message with its originator.
These schemes have been widely studied and applied to solve specific problems where anonymity is fundamental, such as electronic voting systems [1, 10, 12] and electronic cash [8] . However, these schemes present an open door for fraud, since perfect anonymity offers the best coverage for dishonest behaviour [19] . Therefore, these schemes must be used with the maximum of caution, by subjects under control, and where perfect anonymity is the only solution to the problem.
Other schemes have been developed to avoid that inconvenience. Fair blind signature protocols [18, 11] try to close the gap between anonymity and fairness. In these schemes, the anonymity can be broken and the signed message can be linked (only under certain conditions) with the person who requested such a blind signature. In these cases, a Trusted Third Party (TTP) is needed in order to run the protocol, and the collusion of the TTP with the signer and the signed message is a necessary condition.
X.509 Attribute Certificates
One of the main advantages of an attribute certificate is that it can be used for various purposes. It may contain group membership, role, clearance, or any other form of authorization. A very essential feature is that the attribute certificate provides the means to transport authorization information in distributed applications. This is especially relevant because through attribute certificates authorization information becomes "mobile", which is highly convenient for Internet applications.
The mobility feature of attributes have been used in applications since the publication of the 1997 ITU-T X.509 Recommendation [13] . However, it has been used in a very inefficient way. That recommendation introduced an ill-defined concept of attribute certificate. For this reason, most of actual applications do not use specific attribute certificates to carry authorization information. On the contrary, attributes of entities are carried inside identity certificates. The subjectDirectoryAttributes extension field is used for this purpose. This field conveys any desired directory attribute values for the subject of the certificate, and is defined as follows: This solution does not make entity attributes independent from identity, what can cause problems. Firstly, this is not convenient in the frequent situations where the authority issuing the identity certificate is not the authority for the assignment of privileges. Secondly, even in the situations where the authority is the same one, we must consider that life of identity certificates is relatively long when compared to the frequency of change of user privileges. Therefore, every time privileges change it is necessary to revoke the identity certificate, and it is already known that certificate revocation is a costly process.
Moreover, many applications deal with authorization issues like delegation (conveyance of privilege from one entity that holds a privilege to another entity) or substitution (one user is temporarily substituted by another user, and this one holds the privileges of the first one for a certain period of time). Identity certificates support neither delegation nor substitution.
The most recent ITU-T X.509 Recommendation of year 2000 provides an approach to these problems because it standardizes the concept of attribute certificate, and defines a framework that provides the basis upon which a PMI can be built. Precisely, the foundation of the PMI framework is the PKI framework defined by ITU. In fact, ITU attribute certificates seem to have been mainly proposed to be used in conjunction with identity certificates; that is, PKI and PMI infrastructures are linked by information contained in the identity and attribute certificates (figure 1). Although linked, both infrastructures can be autonomous, and managed independently, what provides a real advantage. In the most recent recommendation, attribute certificates are conveniently described, including an extensibility mechanism and a set of specific extensions. A new type of authority for the assignment of privileges is also defined, the Attribute Authority (AA), while a special type of authority, the Source of Authority (SOA), is settled as the root of delegation chains. The recommendation defines a framework that provides a foundation upon which a PMI is built to contain a multiplicity of AAs and final users. Revocation procedures are also considered by defining the concept of Attribute Certificate Revocation Lists, which are handled in the same way as Certificate Revocation Lists, published by Certification Authorities (CAs) in the PKI case.
As shown in figure 1 , the field holder in the attribute certificate contains the serial number of the identity certificate. As mentioned in [17] , it is also possible to bind the attribute certificate to any object by using the hash value of that object. For instance, the hash value of the public key, or the hash value of the identity certificate itself, can be used. All possibilities for the binding can be concluded from the ASN.1 specification of the field holder, where other related data structures are also specified: As we will see in next section, the content of this specification is essential for the scheme that we have developed.
Introducing anonymity into attribute certificates

Overview of the scheme
Our scheme coexists with standards PMI and PKI. While a PKI provides support for users' identities, the AA issues certificates about attributes that the users hold. Additionally, we suppose that some organizations provide services to users based on their respective attributes. We have introduced in the scheme a TTP which provides (in collusion with the AAs) the ability to disclose anonymous users' identities. Some of the AAs will have the special capacity to issue anonymous attribute certificates. Each of those AAs is in connection with several Attribute sub-Authorities, that will be in charge of verifying that a user fulfills the requirements needed to obtain an "anonymous" certificate containing a specific attribute (figure 2). The role that the actors play in our solution can be roughly seen as follows. A user can anonymously acquire as many pseudonyms as he needs from the TTP, where the validity of the pseudonyms are limited in time. Every obtained pseudonym is composed by two related parts: one of them is public and the other one is private. In the following we will refer these parts as public pseudonym and private pseudonym respectively. The TTP keeps such a relationship until the end of the validity period. For each anonymous certificate that the user wants to get, he will collect all proofs needed to apply for a specific attribute (or set of attributes), and will send the proofs, together with his identity and his public pseudonym, to the Attribute sub-Authority in charge of verifying such proofs. If the set of proofs is complete, a special token related to the public pseudonym will be issued (by using a fair blind signature scheme), and a link stating the relationship between the user's identity and his public pseudonym will be stored.
This special token will be modified (again, using a fair blind signature scheme) by the user in order to hide its relationship with the public pseudonym and will reflect, since that moment, the relationship with the private part. This token, now associated with the private pseudonym, will be used by the user to anonymously apply for an anonymous attribute certificate to the AA. Note that if the anonymous user holds that token, then he fulfills the requirements needed to get the certificate containing a (set of) specific attributes.
Once the AA checks that everything is correct, it issues the certificate of the attributes that corresponds with the Attribute sub-Authority that issued such a token. As stated, these certificates are issued anonymously and are related with the user's private pseudonym. Therefore, nobody can link them with the real users' identity unless the TTP and the Attribute sub-Authority collude and some conditions are met. By definition, it is supposed that the TTP will remain trusted and will not reveal the link between both parts of the pseudonym unless a condition expressed in the certificate is fulfilled and such a condition is signed by the user and the AA.
The user will make use of the attribute certificate in order to enforce his privileges. As it is anonymous, it is not linked to any PKI. However it contains a public key and the user who knows the corresponding private key is considered the one who owns such an attribute.
Adapting attribute certificates to support anonymity
In section 3 we have mentioned that the field holder of the attribute certificate can contain the digest of any object. Thus, we will define an object, called Pseudonym Structure ( figure 3) , to support the conditionally anonymity of the owner and will link such an object with the attribute certificate by using this field. The pseudonym structure fields are the following ones: The condition under which, if fulfilled, both the TTP and the AA will collude and will reveal the user's identity. -Signature Algorithm: Identifies the algorithm for signature and verification of documents using the public key stored in the next field. -Public Key: The key used to authenticate the owner of the attribute certificate in such a way that the anonymous user who holds the corresponding private key will be the attribute owner. For a proper authentication procedure, the anonymous user should sign a challenge with that private key every time that authentication is needed. -Signature: The anonymous user signs the pseudonym structure to prove that it is a valid structure and that he knows the corresponding private key. Moreover, the signature is the proof that the anonymous user accepts the condition stated above with respect to revealing his real identity.
We will define a conditionally anonymous X.509 attribute certificate as the attribute certificate itself together with the pseudonym structure, linked by mean Table 1 . Cryptographic protocol nomenclature of the holder field as stated before. The attribute certificate is signed by the attribute authority, what means that the AA agrees on the terms expressed in the linked pseudonym structure. Therefore, the user should know the authorization policy and the conditions under which an attribute certificate request is granted.
It is supposed that the TTP will not reveal pseudonym links unless the condition stated in the certificate is fulfilled. It is also supposed that the user will not transfer his anonymous attribute certificate by revealing the corresponding private key to any other user. This is probably the weakest requirement in our solution and it needs a further study, as discussed later.
Protocol to obtain and use an attribute certificate
In this subsection we will explain the protocol to obtain an attribute certificate, and how it can be used. This protocol uses as fundamental construction block the fair blind signature scheme presented in [18] under the name of fair blind signatures with registration. Most of the structure of Parts I and II of our protocol correspond with the aforementioned protocol, but the nomenclature has been adapted, and an abstraction of the protocol has been used to masquerade the underlying mathematics. Additionally, in Part II, some steps have been introduced to adapt it to our scheme.
The cryptographic nomenclature used in the protocol is shown in Table 1 . Actors involved in the protocol can be seen as follows:
-Actors and terminology
• U is the user. His certified public key, U publ , is supported by an external PKI.
• N is a user's anonymous asymmetric key with no PKI support.
• P is a user's pseudonym. It has a public part P publ , which is associated to the user, and a private part, Ppriv .
• The Trusted Third Party [T T P ] provides pseudonyms to users and keeps a link between both parts (public and private) of the pseudonym.
• The Attribute Authority [AA] provides attribute certificates, and its certified public key AA publ is supported by an external PKI.
• The Attribute subAuthorities [AA i / ∀ i ∈ Attributes] verify that a user fulfills the requirements needed to apply for an attribute certificate on ATTR i . Their certified public key AA i publ are supported by an external PKI.
• ATTR i is the attribute for which the Attribute subAuthority [AA i / ∀ i ∈ Attributes] checks for requirement fulfillment, and for which the Attribute Authority [AA] provides attribute certificates.
• ATTR i U is the proof that the user U fulfills the requirements to apply for the attribute i.
• SP is a Service Provider that offers services to those users that have the attribute certificate ATTR i .
• f publ and fpriv are two flags that specify which part of the pseudonym is public and which one is private.
• val period is the period in which the pseudonym remains valid.
• fblind X (m) represents that the message m is protected to be "fair blind" signed by X.
• S P publ X (fblind X (m)) is the fair blind signature of X over message m under the public pseudonym P publ , as specified in [18] .
• S P priv X (m) is the fair blind signature of X over message m under the private pseudonym Ppriv , after transforming the public blind signature to the corresponding private clear form. It is composed by the message and the fair blind signature under Ppriv .
The whole protocol is divided into the following parts:
Part I. Obtaining a pseudonym. This part corresponds with the registration phase in the fair blind signatures with registration protocol from [18] . It deals with the user's acquisition of a pseudonym. The user will request a pseudonym from the TTP that is able to produce valid pseudonyms. This TTP must be recognized by the entity that issues the attribute certificates. This TTP will create a new pseudonym, which consists of two parts, the public and the private parts, respectively. Both parts must be created in a related way that makes possible the fair blind signature. The TTP will store and keep such a linked pair, so that the relation could be disclosed if some conditions are met. Then, both parts will be signed (with a flag identifying its purpose and its validity period) and sent to the user who requested them. This part of the protocol is achieved in an anonymous way and the TTP does not know anything about the user who requests a pseudonym. This part will be run whenever a user needs a new pseudonym.
Part II. Obtaining a fair blind signature. This part of the protocol corresponds with the phase of getting a signature in the fair blind signatures with registration protocol from [18] . In this phase, the user obtains a message signed by the Attribute subAuthority [AA i ] in charge of verifying fulfillment of the requirements needed to get a certificate over the attribute i. The way in which the fair blind signature operates guarantees that the signer is unable to know what he is signing, and that the signature is done over a public pseudonym related with the user, but such a relationship will be removed by transforming the signature over the private pseudonym.
Therefore, in this phase, the goal of the user is to obtain a proof that reveals that its owner fulfills the requirements needed to get an attribute certificate on a specific attribute. However, nobody must be able to link such a proof with the user.
In our protocol, the proof that a user fulfills a set of requirements consists of a public key signed by the authority in charge of verifying such requirements. The owner of the signed public key remains anonymous; that is, nobody is able to establish a relationship with the user that created it. However, the signature has a link with a private pseudonym, but nobody knows who the owner is. At the moment of issuing the fair blind signature the authority operates over a public pseudonym that is able to relate with the user's identity.
Thus, in the second part of the protocol the user creates a new asymmetric key pair (this key pair will be associated with the attribute certificate). He prepares such a public key to be fair blind-signed by the authority in charge and sends it together with information about the TTP, his public pseudonym and the set of proofs that show that the user fulfills the needed requirements.
The authority checks that the pseudonym is valid and that the TTP is recognized, and then checks if the user fulfills the requirements needed in order to get a certificate containing the attribute i. These requirements depend on the entity's policy.
If the requirements are met, this information is stored for its later use and the public key will be fair blind signed over the public pseudonym. Once the user gets that signature, he transforms it into a clear signature of the public key over the private pseudonym.
Part III. Obtaining a conditionally traceable attribute certificate. In this part of the protocol, the user will use the anonymous proof obtained in the previous part in order to apply for a standard attribute certificate. Thus, the user creates a structure to hold the information about his pseudonym and signs it to state that such information is correct and that the owner (the one who knows the private key associated with the public key) agrees on the terms expressed in such a structure.
At that moment, the user sends the proof obtained in the previous part, that is, the fair blind signature of the public key linked with the private pseudonym, the proof that the private pseudonym is valid, and the structure previously created.
The AA will verify every signature and will check the terms expressed in such a structure, specially in the condition under which the user's real identity will be revealed. Therefore, provided that the terms are signed by the holder and by the authority, the TTP will reveal the link between the private pseudonym and the public one whenever the attribute certificate is presented to the TTP and condition is verified. Additionally, the AA will reveal the link between the public pseudonym and the user's identity.
When everything works correctly, the AA creates an attribute certificate for a validity period stating that the holder of the related structure possesses such a specified attribute, and sends it to the user. The holder of such a structure is the one who knows the private key associated with the public key in it.
Part IV. Using a conditionally traceable attribute certificate. In this part we show how the attribute certificate obtained in the previous part can be used. A user will send his anonymous attribute certificate plus the pseudonym information associated to any service provider, SP . This will verify that such a message is correct and that the certified attribute is enough to access to the service, sending a request to the anonymous user for the signature of a challenge in order to prove ownership. If the challenge is correctly signed then the service is granted to the user. If the user misuses his privileges obtained through an anonymous attribute certificate, then the service provider will collect all the proofs of that misuse, and will send them to the AA and the TTP requesting the revocation of the attribute certificate and revealing the user's identity (for an eventual prosecution). In these cases, it could be interesting that the challenge includes a timestamp and the transaction identification besides the random bits, in order to prove misuses where time is important.
Discussion and future work
New applications, particularly in the area of e-commerce, need an authorization service to describe privileges to perform tasks. Traditional authorization solutions are not very helpful for many of the Internet applications; however, attribute certificates proposed by ITU-T are well suited to solve this problem. On the other hand, during last years, users have paid special attention to the problem caused by the fact that many of the operations and transactions they carry out through the Internet can be easily recorded and collected. Thus, anonymity has become a desirable feature to be added in many cases.
We have presented a first approach to extend X.509 attribute certificates with anonymity capabilities, as well as a protocol to obtain certificates preserving user's anonymity by using a fair blind signature scheme.
The approach could be improved and adapted depending on the different scenarios where to be applied. We explain now how several improvements can be added to our scheme in order to have a better behavior.
In some applications when a user applies for a certificate, the system should provide a receipt of such a request in order to guarantee that the system will process it appropriately. Whenever the system replies to that request, it should get a receipt in order to prove that its duty was achieved properly. In those systems a fair non-repudiation scheme [20] should be used.
Moreover, in order to improve the user's anonymity, an anonymous communication channel (such as a mixnet [4] ) could be used in part I, III and IV of the protocol to masquerade the originator IP address. This scheme should be used in systems where user's anonymity is the most important requirement to the system and user's identity could be guessed using the IP address of the message originator.
In order to avoid the possibility that organizations create anonymous user profiles, a user can run the protocol several times to get the same attribute certificate under a different pseudonym. However, it would be interesting to get a pseudonym with one public part and many private ones, in such a way that it would be only necessary to re-run part III of the protocol in order to get the attribute certificate under different pseudonyms (all related to the same public part).
The solution that we propose in tgis work does not solve all problems that could arise in a multi-purpose anonymous attribute system. We believe that the main drawbacks in our actual solution are:
-The user's identity in part II of the protocols could be linked with the private pseudonym in part III of the protocols if, during the protocol run, such a user is the only one who has an unfinished open request and the AA colludes with the Attribute subAuthority. Thus, the interleaving of user's requests between part II and part III is very important in our protocol. -Actual version of the protocol does not avoid that the anonymous user U 1 transfers the use of his anonymous attribute certificate to another anonymous user U 2 just by letting U 2 know the associate private key. U 1 and U 2 would share in this way the use and advantages of possessing that attribute, even if U 2 does not posses it. This is, of course, one of the most important areas where we will focus our further research.
